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Kyrgyzstan bans Tiktok to
protect children: ‘Affecting
moral development’

NEW DEIHI, (Agency).
Kyrgyzstan appears to
have blocked TikTok after
the Central Asian country's
security services called to
restrict the social media
app to "protect children”.

When AFP journalists in
the country tried to access
TikTok on Thursday, a
message read: "Unable to
load, please try again.”

Owned by Chinese
group ByteDance, TikTok
has faced a global
backlash from politicians
and regulators over issues
ranging from the mental
health effects of the app
on children to the data it
allegedly scoops up from
users.

Kyrgyzstan's  digital
ministry said on Tuesday
it had "informed
telecommunications
operators of the need to
limit access to TikTok,
based on a decision by
the security services.”

Kyrgyzstan's State
Committee for National
Security, known as the
GKNB, is a successor to
the Soviet-era KGB secret
police and headed by the
powerful Kamchybek

Tashiev.

The digital ministry said
ByteDance had "failed to
comply”  with  legal
requirements outlined in a
law to protect the "'mental,
physical, spiritual and
moral development of
children.”

Reporters Without
Borders (RSF) expressed
"concern” over the

decision earlier this week.

"RSF calls on the
government to lift this
arbitrary blocking and
define a clear legal
framework to regulate
platforms,” the pressure
group said in a post on X
on Wednesday following
local media reports that a
ban was imminent.

= .

Bishkek has been
mounting an escalating
campaign  to bring
independent media and
civil society closer under
state control.

Kyrgyzstan, which
borders China and has
close economic ties with
Beijing, had previously
been an outlier in Central
Asia as a relatively free
space for information,
compared to its ultra-
closed neighbours.

But in recent months
authorities have arrested
several journalists,
suspended independent
media outlets and passed
a ‘foreign agents” law
designed to silence
dissenters.

Fight fire with fire? Gen Al as a defence
against Al powered cyberattacks

NEW DEIHI, (Agency). A 15-second
clip of someone’s voice is all it takes for
OpenAl's powerful text to voice
generation platform, to create a
synthetic audio clip. Little surprise,
they've deemed Voice Engine too risky
for general release, for now, though
envisioned utility includes reading
assistance, translationsandapplications
for the differently abled. OpenAl's
apprehension is understandable.
Generative Al tools are arguably the
most transformative technology of our

time, yet Large Language Models (LLMs)
at its foundation are being used by
threat actors to generate phishing
attacks, malware, morphed digital
identities, deepfakes and almost-
realistic deceptive communication.
“Cybersecurity is inherently a data
problem — the more data that
enterprises can process, the more
events they can detect and address,”
said Jensen Huang, founder and CEO of
Nvidia, at a recent keynote announcing
tools to build gen Al ‘copilots’. Al

generated content, now increasingly
realistic, is blurring fine lines between
reality and generations, for consumers
as well as enterprises.

The hope is, Al can improve detection
of cyberattacks and identify malicious
emails as well as malware or phishing,
ultimately making them easier to
counteract. The scale of these threat is
such, consultancy firm McKinsey expects
cybersecurity space to be worth as
much as $2 trillion by 2025, up from $150
million in 2021.
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